
 

CyberArk Vault Analysis Tool 
Introduction 
The CyberArk Vault Analysis Tool (VAT) helps you assess the health of your CyberArk 
Self-Hosted or Privilege Cloud environment, and if you’re preparing for or evaluating a 
PAM Self-Hosted Upgrade or a migration from PAM Self-Hosted to SaaS, it can help 
with planning. 

Running this tool provides a detailed report on your vault’s operational status, 
supporting ongoing health checks, migrations, and best-practice alignment. 
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Prerequisites 
Before you begin, ensure you have: 

●​ Access to the CyberArk Community Portal (Advanced or Admin level) 
●​ A system with network access to the Vault on port 1858 
●​ The ability to send and receive files (for tool download and data upload) 
●​ For PAM Self-Hosted: 
●​ Vault administrator credentials (must be a Vault user, not LDAP/external) 

o​ Running the collector on a component server, such as PVWA or CPM, 
ensures it has the required access 

●​ For Privilege Cloud: 
o​ (Shared Services) The ability to activate and reset the password for the 

“installeruser” 
o​ (Standard) The credentials for your “subdomain_admin” user 
o​ Running the collector on a Privilege Cloud Connector server ensures it 

has the required access 
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Collecting Data 
The first step is to run the Vault Analysis Tool Collector to collect data about your 
environment. Later, this will be submitted to CyberArk for analysis. 

Download the Collector 
1.​ Go to the CyberArk Marketplace and log in with your CyberArk Community account.​

 

2.​ A link to the marketplace listing will be provided by a CyberArk representative. 

 

3.​ Download the Vault Analysis Tool Collector.​
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4.​ Extract the downloaded ZIP file to your chosen location. 

 

Execute the Collector 

1.​ Run Collector.exe 

 

2.​ When prompted, enter the following details: 
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Field Value/Description 

Privacy level* 
Level 1 (No Restrictions): Obfuscate usernames. 
Level 2 (Restricted): Also obfuscate safe names. 
Level 3 (Highly Restricted): Also obfuscate component names. 

Analyze error messages Recommended 

Customer name Your company name 

Vault address 
Your vault address 
For ISPSS environments only: Vault address is 
vault-{tenant-id}.privilegecloud.cyberark.cloud 

Username Vault administrator user (e.g. Administrator, installeruser or 
subdomain_admin depending on environment type) 

Password Password for the vault administrator user 



 
​ ​  

*CyberArk recommends privacy level 1 for most situations. 

 

3.​ Allow the collector to run. It will: 
●​ Log in to the vault as the administrator 
●​ Create a temporary user and add it to the Auditors group 
●​ Collect and encrypt the required data 
●​ Remove the temporary user 

4.​ When the collector is complete it will report “Vault scan completed successfully.” 

5.​ Note the name of the output file reported by the collector. You will use it in the 
next step. 
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Submit Data for Analysis 
The submission process varies depending on the purpose of the report. If you are 
planning or considering a migration to PAM SaaS, follow the steps in the PAM SaaS 
Migration Planning section. Otherwise, follow the “Health Check” section. 

You will receive a copy of the report in both cases. 

PAM SaaS Migration Planning 

Submit the Data on the Migration Planning Portal 

1.​ Log on to the CyberArk Community Portal (https://community.cyberark.com). 

2.​ Navigate to the Services Hub, either by clicking on the Services Hub tile, or by 
using the Services Hub link at the top of the site. 

3.​ In the Create Requests and Review Cases section, click on Upgrade/Migration 
Request. 

 

4.​ Click on the Migration to Privilege Cloud button. 

 

5.​ Upload the output file created by the Collector, and answer the questions in the 
form. 

6.​ Submit the form. 

What Happens Next? 

Once the file has been processed, your Account Executive will contact you to review the 
results and discuss next steps. 
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​ ​  
Health Checks and Other Purposes 

Upload the Collected Data for Processing 

1.​ Log on to the CyberArk Community Portal (https://community.cyberark.com). 

2.​ Navigate to My Company Files 

3.​ Upload the VA_Report-*.vhc_ file. 

o​ For File Classification, select “Log.” 

o​ In Description, enter “Vault Analysis Data.” 

4.​ Notify your CyberArk representative when the file is uploaded 

5.​ Your CyberArk representative will notify you when the report is available for 
download. 

 

Additional Notes 
●​ The Vault Analysis Tool supports both Self-Hosted and Privilege Cloud environments. 

●​ Scan time is typically 5–15 minutes and can vary for larger environments with many safes & 
accounts. 

●​ The tool provides actionable insights and prioritizes findings for remediation. 
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